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Mesh Network to MQTT Broker

We build a Mesh network so that STA node can connect to the MQTT Broker through a Gateway.
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1.1. Network topology diagram

As shown in the network topology diagram in Figure 1-1. If MQTT Broker supports IPV6, the entire network

should be configured using IPV6. If MQTT Broker only supports IPV4, the entire network may be configured

using IPV4.

The Gate needs to be in the same network segment as the router. STA and Gate first establish normal Mesh

communication, and they must be in the same network segment as well. Ensure that PC, Gate and STA can

access MQTT Broker normally. Since the MQTT Broker in the figure is on the Internet,

the PC, Gate and STA

need to be able to access the Internet normally. Note: a public Broker cannot usually support a ping. Use the

"ping 8.8.8.8" (Google DNS) command to test on the PC, Gate and STA to confirm that the Internet can be

accessed.
PVa: Xiaomi router
. Pe Galte Frequency band : 2.4G
IPV4 GW: LAN:Ethernet LAN:Ethernet | Channel : 6
= connection cable N f connection cable IPV4:
1PV6: .. W 192168.31.61
fd00:6868:6868::188/64 IPV4_GW:
1PV6_GW: 192168311
LAN: ) IPV6:
IPVA: WAN: £d00:6868:6868::61/64
WAN:Ethernet
connection cable Frequency band : 2.4G
MQTT Broker Channel : 6
1PV4: STA IPV4:
44.232.241.40 Internet ;
PORT:
1883 ( ‘I) ’
User: IPV6:
Password: fd00:6868:6868::64/64

Figure 1-1. Network topology diagram

1.2. Gate Configuration

Use the WF88 configuration tool to configure the parameters of Gate.
(1) Start the WF88 configuration tool, as shown in Figure 1-2.
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W& WF88-ConfigureTool-V1.7.3

Serial Port Setting

@ Open Status Receive Status

Farameter Setting

Wl heshSet | 4 MOTT Set| & TelhetSet| 43 Reset ¢ Ping 9 Getver + Update 11 Close

Figure 1-2. WF88 configuration tool
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(2) Clicking the "Serial Port" button will bring up the "Setup" dialog box. Select the serial port number of the
PC connected to the WF88 debugging serial port from the "Port" drop-down list as shown in Figure 1-3.

W& WF88-ConfigureTool-V1.7.3 o | B R

Setup

Settings
Part
Baud rate
Data bits
Stop hits
Parity

Flow control  |MOnE :lv
oK | Cancel |

Serial Port Setting Parameter Setting
Open Status Receive Status

W Mesh Set
# Connect 4 Serial Port

Figure 1-3. The serial port configuration.

1) Reset ‘ # Ping 2 Getver + Update j-'LCIDse

€ MATT Set| B Telnet Set

(3) Click the "Connect" button to open the serial port, as shown in Figure 1-4.
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W& WF88-ConfigureTool-V1.7.3 o | B R

Serial Fort Setting Parameter Setting
Open Status Fecere Status

& Mesh Set | 4 MOTT Set| 3 TelnetSet| 43 Reset ¢ Fing 2 Getver + Lpdate [ Close

Figure 1-4. Open the serial port

(4) Click the "Mesh Set" button to bring up the "Mesh Set" dialog box. Select "Gate (Connect to Mesh)" from
the "Node Type" drop-down list. Enter the Mesh name and corresponding password in the "Mesh Name" and
"Password" editing boxes. Select "2.4G" from the "Band" drop-down list. Select "India" from the "Country"
drop-down list. Select "6" from the "Channel" drop-down list. Select the corresponding IP version based on
the user's network support in the "IP Version" drop-down list, and enter the IP address in the corresponding

IP version below. Finally, click the "Save" button. As shown in Figure 1-5 and Figure 1-6.
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. to manually assign an IP address. Here,

|Ga’te {Connect to Mesh) j Loadiadule: [none A

tesh Name: JMymeshcbgzzh

Password: | 12346678

IART_WF88

12348678

sSID; [AC3600

Psk: 12345678

Eland:l 240G - Country:l India hd | Channel:

DHCP: [ IPVerSion:l||p\/4&|p\/6 jl

P4 IP/6
Address: 192 . 168 . . b1 Address: |fd00:6868:6868::61

Metrmask | 255 . 255 . . Subnet Prefix |64

Gateway; 192 . 168 . . Gateway; |fd0068686868]

Serial Port Setting | &5%8 | I Close ‘

@ Open Status -=C0OM9 @ Feceive Status

& MeshSet | 4 MOTT Sat
7% Disconnect &) Serial Port

B Telnet Set + Update Il Close

4} Reset ‘ ¢ Fing ‘ 9 Getver

Figure 1-5. Mesh Set configuration for Gate
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. Fill in the cor onding parameters in “[1

Maode Type: |Ga’fe {Connect to Mesh) j Loadiadule: [none A

tesh Name: |mymeshcquzh

Password: | 12345678

SSID of AP: [ART_WF88
PwD for SSI0: |123456?8

sSID; [AC3600

WF88-Configure...| &3

PSK: |1 2345678 Successfully saved.

Band: |2.45 v oK ZI Channel: |6 hd

DHCP: [~ ~

ro= £d00:]

P4 IP/6
Address: | 192 . 168 . 31 . Address: [d00:6868:6868::61

Metrmask | 255 . 255 . 255 . Subnet Prefix (64

Gateway: | 192 . 168 . 31 . Geteway: [fd00-6868.6868.-1

i'LQIDse ‘

Serial Port Setting

@ Open Status -=C0OM9 @ Feceive Status
& Mesh Set | 4 MOTT Set

7% Disconnect &) Serial Port

+ Update j'L Close

4} Reset ‘ ¢ Fing ‘ 9 Getver

B Telnet Set

Figure 1-6. Successfully saved

(5) Click the "Reset" button to restart, as shown in Figure 1-7.
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including the
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r applic been lo and run.
Lini

nfig.ini

B TelnetSet| 43 Reset 7 Fing 9 Getver + Update | Close

Figure 1-7. Reset

(6) After the system restarts, clicking the "Ping" button will bring up the "Ping Test" dialog box. Enter the IP

address to be tested in the "PinglP" editing. If MQTT Broker accepts the ping command, it can directly ping

its IP address. If the MQTT Broker does not accept the ping command and is still on the Internet, you can

ping the 8.8.8.8 IP address as shown in Figure 1-8. The ping test indicates if Gate can access the network.
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Serial Fort Setting Parameter Setting

Open Status -=C0 M9 Receive Status

& Mesh Set | 4 MOTT Set| 3 TelnetSet| 43 Reset ¢ Fing 2 Getver + Lpdate [ Close
# Disconnect & Serial Fort

Figure 1-8. Ping Test
(7) The setting of Gate is completed.

1.3. Configure the parameters of STA

Use the WF88 configuration tool to configure the parameters of STA next. (identical steps to above are
skipped)

Click the "Mesh Set" button to bring up the "Mesh Set" dialog box. Select "Station (Connect to Mesh)" from
the "Node Type" drop-down list. Select "MQTT" from the "LoadModule" drop-down list. Enter the Mesh name
and corresponding password in the "Mesh Name" and "Password" editing boxes. Select "2.4G" from the
"Band" drop-down list. Select "India" from the "Country" drop-down list. Select "6" from the "Channel" drop-
down list. Select the corresponding IP version based on the user's network support in the "IP Version" drop-
down list, and enter the IP address in the corresponding IP version below. The settings for "Mesh Name",
"Password", "Band", "Country”, "Channel", and "IP Version" must be consistent with those in Gate. Finally,

click the "Save" button. As shown in Figure 1-9.
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T Mesh Set

Node Type: ||8’fa‘ri0n {Connect to Mesh) v|| LoadMDduIe:

kesh MName; |mymeshoquzh

Password: /12545678

SSD ot AP [ART_WF88

SsID: [AC3600

psk: [12345678

Bend

DHCP: [~

1P wersion: || PV4&IPYE -

P4

P8

Address: 192 . 168 . N

. b4

Metmask: 255 . 255 . 2556 .

0

Subnet Prefic |64

Address; |[Td006868:6868::64

Gateway 192 . 168 . 31

1

Gateway: [fd00:6868:6868::1

| ¢Sa\xe |

13 Fesat ‘

Serial Port Setting M Close ‘

@ Open Status —=C0OMT0 @ Receive Status

I & Wesh Set | 4 MOTT Set| B Telnet Set

4 Fing ‘ 2 Getier + Update I Closa

# Disconnect 4 Serial Fort

Figure 1-9. Mesh Set configuration for STA

(1) Click the "MQTT Set" button to bring up the "MQTT Set" dialog box. Select "TCP" from the "Protocol"
drop-down list. Enter the IP address "44.232.241.40" of the MQTT Broker in the "ServerlP" editing box. STA
itself supports accessing MQTT Broker for IPV6. Enter the port "1883" of MQTT Broker in the
"RemotePortNum" editing box. Other options can be set to default values. Finally, click the "Save" button. As
shown in Figure 1-10.

"UARTO BaudRate" represents the communication rate of the UARTO interface of WF88.

The port number of MQTT Broker corresponds to Protocol (tcp/ssl), which means that when using "tcp"
protocol, there is a corresponding port number; when using "ssl" protocol, it will correspond to another port
number.

"UserName" and "PassWord" indicate that MQTT Broker requires a username and password to establish a
connection.

"SubTopic" represents topic the client subscriptions to, with a default value of "SToC"; "PubTopic" represents
topic the client publishes to, with the default value being "CToS"; "KeepAlivelnterval" refers to the time
interval in seconds during which MQTT client sends keep alive messages to MQTT Broker; "QoS" refers to
quality of service, with a default value of "0"; "Clientld" represents the ID of the MQTT client.

"OpenCert" and "OpenKey" indicate that MQTT Broker requires a client certificate and client private key to
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establish a connection.

The five options of "UserName", "PassWord", "OpenCert", ‘OpenKey”, and "OpenCA" need to be filled in
according to the protocol and access requirements of MQTT Broker. If necessary, they should be filled in
according to the requirements. Otherwise, they can be left blank by default.

W& WF88-ConfigureTool-V1.7.4 o | B =

d, 1f authori icn 15 not reguired, the parameter value remalns emp

UARTO BaudRate: |9600 Protacal: \tcp

ServetlP: |44.232.24] 40 I
RemotePorNum: |1883 I UserMNarme: ‘

Fassiwiord: | SubTopic: ‘STOC

FubTopic: |C—|—0S Keepalivelnteral: ‘20

Qo3 |0 Clientld: ‘TOD:SO:E] 17TCE20

Certificates

Client Cerificates File: |

Cient Private Key File: |

CAFile: |

OpenCert. ‘

Cpenkey.. ‘

OpenCA, ‘

Serial Port Setting Farameter Setting

@ Open Status -=COMT0 @ Receive Status
¥ hesh Set || £ MaTT Setl ® Telnet Set| 49 Reset # Fing 9 Getwer + Update Il Close

% Disconnect 4 Serial Fort

Figure 1-10. MQTT Set configuration for STA

(2) Click the "Reset" button to restart.

(3) After the system restarts, we will see a prompt message similar to "mesh0: mesh link with 00:80:e1:2f:
58:26 established", indicating that the Mesh network has been successfully established. As shown in Figure
1-11.
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Serial Port Setting FParameter Sefting
Open Status -=C0OM10 Seceive Status

&) Mesh Set | € MOTT Set| B TelnetSet| €3 Reset # Fing 2 Getver + Update [l Close
# Disconnect &) Serial Port

Figure 1-11. Mesh network has been successfully established

(4) A prompt message "Device Setup complete." indicates that the MQTT connection has been successfully

established, as shown in Figure 1-12.
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W& WF88-ConfigureTool-V1.7.3 o | B | R

Configu

Serial Port Setting Farameter Setting

Open Status -=COM 10 Receive Status
& MOTT Set| B TelnetSet| 43 Reset 7 Fing 9 Getver + Update | Close

& Mesh Set
# Disconnect & Serial Fort

Figure 1-12. MQTT connection has been successfully established

(5) If we don't see similar prompt messages, you can test whether the network communication is correct from
the STA. Clicking the "Ping" button will bring up the "Ping Test" dialog box. Enter the IP address to be tested
in the "PinglIP" editing. First, test communication with Gate. Input "192.168.31.61" for testing. As shown in
Figure 1-13, ping test of the Gate indicates connectivity with the STA.

If MQTT Broker accepts the ping command, the STA can directly ping its IP address. If the MQTT Broker
does not support the ping command and is still on the Internet, you can ping the 8.8.8.8 IP address. As

shown in Figure 1-14, ping test indicates if STA can access the network or Broker.
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Serial Port Setting FParameter Setting

Open Status -=C0OMS Receive Status

€ Mosh Set | € MOTT Set| M TelnstSet| 43 Resst || { Ping | ¢ Getver + Update [ Close
# Disconnect & Serial Fort

Figure 1-13. Ping test Gate
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Serial Port Setting Parameter Setting
Open Status -=COMI Receive Status

&) hesh Set | 45 MOTT Set| & TelnetSet| €3 Reset H # Fing | 9 Getver + Update [l Close
# Disconnect &) Serial Fort

Figure 1-14. Ping test
(8) The setting of STA is completed.

1.4. MQTT Broker and Client Tool

Use the mqttfx-1.7.1-windows-x64.exe as the client the "broker.emqx.io" website for this example. This is
a public Broker test site. Note that this test site does not support Username & Password for login
authorization.

(1) Running MQTT.fx will bring up its main interface, and clicking on the blue gear icon will bring up the "Edit

Connection Profile" dialog box, as shown in Figure 1-15.
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& MQTT.fx-1.7.1
File Extras Help

B 21681751885

m Subscribe Scripts Broker Status Log

- W Disconnect

[’ Edit Connection Profiles
122.185.118.250-India
123.176.46.22
192.168.1.76-1883-username_password
192.168.1.76-1885
2001:250:1800:1::76-1883
M2M Eclipse
broker.emqx.io-1883
broker.emqx.io-8883
broker.emqx.io-8883-CA file
local mosquitto
test.mosquitto.org
test.mosquitto.org---encrypted, client certific|
test.mosquitto.org---encrypted, unauthentical
test.ranye-iot.net
test.ranye-iot.net-8883

+ -

Profile Name | 192.168.1.76-1885
Profile Type  MQTT Broker v

MQTT Broker Profile Settings

Broker Address | 192.168.1.76
Broker Port | 1885
ClientID | 192.168.1.76_1885_Client

[EEEED user Credentials  SSL/TLS Proxy LWT

Connection Timeout | 30

Keep Alive Interval | 60

Clean Session v/
Auto Reconnect

Max Inflight | 10
MQTT Version v/ Use Default

Clear Publish History

Clear Subscription Hist...

= =]

N MQATE

Generate

Cancel

Figure 1-15. Edit Connection Profile

(2) In the "Edit Connection Profiles" dialog box, click the blue plus sign ("+") icon in the bottom right corner to

create a new profile. Enter the name of the configuration file in the "Profile Name" edit box. Enter the MQTT

Broker domain name "broker.emgx.io" in the "Broker Address" edit box. The default "Broker Port" is 1883.

Clicking the "Generate" button will generate a Client ID. Select the "Auto Reconnect" checkbox. Finally, click

the "OK" button to complete the configuration. As shown in Figure 1-16.
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[® | Edit Connection Profiles = | =
(@]
122.185.118.250-India
123.176.46.22 Profile Name | broker.emgx.io-1883Profile
192.168.1.76-1883-username_password Profile Type  MQTT Broker = l\\ 3

192.168.1.76-1885

2001:250:1800:1::76-1883 MQTT Broker Profile Settings

M2M Eclipse Broker Address
New Profile Broker Port | 1883
broker.emgx.io-1883
ClientID | 8487aeffb12d425bafccéb?b599d44e0 -
broker.emgx.io-8883
broker.emqx.io-8883-CA file @ User Credentials SSL/TLS Proxy LWT

local mosquitto
test.mosquitto.org Connection Timeout | 30

test.mosquitto.org---encrypted, client certific|
> & e Keep Alive Interval | 60

Clean Session v/

Auto Reconnect

Max Inflight | 10

test.mosquitto.org---encrypted, unauthentica
test.ranye-iot.net
test.ranye-iot.net-8883

MQTT Version v Use Default

E - Revert Apply

Figure 1-16. Create a new profile

(3) Click the "Connect" button to successfully establish a connection with MQTT Broker, and a green circle

will appear in the upper right corner of the window. As shown in Figure 1-17.

& MQIT.fx-17.1 [SeE=]
78 Extras Help
k I:l Disconnect i’@

m Subscribe Scripts Broker Status Log

> - @ 0. Qo.  Retained v

Figure 1-17. Connect to MQTT Broker

(4) Use a serial debugging term tool to connect to the UARTO port of WF88.
(5) Publish data to WF88, click on the "Publish" tab, then enter "T00:80:E1:17:CE:20/StoC" in the editing box
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below, and enter "Publish a test." as the content to be sent. Finally, click the "Publish" button. It should
receive the corresponding content in the serial term tool of the STA. As shown in Figure 1-18 and 1-19.
Format for: T + MAC address/Topic, for which T is fixed to character, the MAC address is WF88's own MAC.
Topic is defined in the "SubTopic" of the "MQTT Set" dialog box.

& MQTT.fx-1.7.1
=18 Extras Help

‘ Disconnect
m Subscribe Scripts Broker Status Log

#» | TOO:80:E1:17:CE:20/SToC v Publish |
Publish a test.

Figure 1-18. Publish data to WF88
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PORT COM Settings Display Send_Data Multi_Strings Tools Help BE{EE AWFETM

il SSCOM V5.13.1 Serial/Net data debugger,Author:Tintin,2618058@qq.com EI@

Publish a test.

ClearData OperFile| SendFile| Stop [clearSendl” OnTop[¥ English saveconfid EXT| —|

ComN;;ICOM? Silicon Labs CP210x ¥ |/[~ HEXShow SaveData ||_ ReceivedToFil|[~ SendHF[~ SendBvery500  ms/Tir  AddCrLf 3‘

@ CloseComl o lore Settingl|[ Show Time and Pack OverTine[20  ms I'Icl1 BY‘EESTCIEFE (leerifiNDne LI
AT [ DTR BaudRad%DD w [||Subscription testing. -

AT Bt Besconir SEND |
EEAMELEFEEER N

AQBHRE T, RAS _KSEE M 4GIRET-Thread ! ELA F1H R % 2% % kKL BYIFi FIH

|www.daxia.com |S:21 |R:15 |COM? Opened 9600bps,8,1,None,None

Ic 4

Figure 1-19. Receive a published message

(6) To subscribe to data from WF88, click on the "Subscribe" tab, then enter "T00:80:E1:17:CE:20/CToS" in
the edit box below, and click the "Subscribe" button. Send "Subscription testing." through the serial port
debugging software. MQTT.fx can receive the content from the WF88 STA. As shown in Figure 1-20 and 1-
21.
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Format for: T + MAC address/Topic, for which T is fixed to character, the MAC address is WF88's own MAC.
Topic is defined in the "PubTopic" of the "MQTT Set" dialog box.

& MQTT.fx-17.1

[ole]e=]
GO Extras  Help
E Disconnect -0
Publish Scripts  Broker Status Log
T00:80:£1:17:CE:20/CToS &) | T00:80:E1:17:CE:20/CToS

8
Dump Messages  Mute (RIS QoS0

T00:80:E1:17:CE:20/CToS

21-07-2025 18:04:10.65050495

Subscription testing.

8
Qos 0

Topics Collector (0) Scan w5

Figure 1-20. Subscribe to data from WF88

o

i SSCOM V5.13.1 Serial/Net data debugger, Author:Tintin,2618058@qq.com |E||E||E|

PORT COM_Settings Display Send_Data Multi_Strings Tools Help BE{EE AIFEFN

ClearDataI OpenFile” SendFile| Stop |ClcarSem:I|— OnTop[v English SaveConfiémj
ComNun|CON? Silicon Labs CP210x ¥ |||~ HEXShow SaveData || ReceivedToFil|[  SendHEI[  SendBveryf500  ms/Tif  AddCrLf o

@ CloseCon fod fore Settingi|[  Shew Time and Pack C ’Tms NcFBytesTcsEE(v iferifj|NDnB L| ]
AT [ DTR BaudRat Subscription testing. I -
EZEQ?E%ESSCOM&ﬁ | SEND N
BEIMECAFEREER

AOBEEA T, BEHE - A SEHE M H4CRRT-Thread™ ELA A1 R &k kKR IEEViFi ATE
www.daxia.com |S:21 R:0 COM7 Opened 9600bps,8,1,None,None C

Figure 1-21. Send a message to MQTT.fx
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2. Connect to MQTT Broker through AP using STA mode

Set up a Wi-Fi network so that node can connect to AP in STA mode (without mesh) and access MQTT
Broker through the network.

2.1. Network topology diagram

As shown in the network topology diagram in Figure 2-1. If MQTT Broker supports IPV6, the entire network
should be configured using IPV6. If MQTT Broker only supports IPV4, the entire network may be configured
using IPV4.

The Gate needs to be in the same network segment as the router. STA and Gate first establish normal Mesh
communication, and they must be in the same network segment as well. Ensure that PC, Gate and STA can
access MQTT Broker normally. Since the MQTT Broker in the figure is on the Internet, the PC, Gate and STA
need to be able to access the Internet normally. Note: a public Broker cannot usually support a ping. Use the
"ping 8.8.8.8" (Google DNS) command to test on the PC, Gate and STA to confirm that the Internet can be

accessed.
Xiaomi router
IPV4
STA 1PV4:
IPV4 GW: LAN:Ethernet _
_ connection cable ——yy, > IPV4_GW:
IPV6: —_— v 4 v~ _
fd00:6868:6868::188/64 IPV6:
IPV6 GW: fd00:6868:6868::64/64
. IPV6_GW:
fd00-6863 6865:1 Lan: A
IPV4:
WAN:Ethernet
connection cable
MQTT Broker
[PV4:
44.232.241.40 Internet
PORT:
1883
User:
Password:

Figure 2-1. Network topology diagram

2.2. STA Configuration

Use the WF88 configuration tool to configure the parameters of STA.

(1) Start the WF88 configuration tool, as shown in Figure 2-2.
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W WF88-ConfigureTool-V1.7.3 EREEREPS

Serial Port Setling Pararmeter Setting
Open Status Feceive Status

& Mesh Set | 45 MQTT Set| B TelnetSet| 4P Reset # Ping 9 Get'er + Update 1 Close

Figure 2-2. WF88 configuration tool

(2) Clicking the "Serial Port" button will bring up the "Setup" dialog box. Select the serial port number of the
PC connected to the WF88 debugging serial port from the "Port" drop-down list as shown in Figure 2-3.
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V& WF88-ConfigureTool-V1.7.3

Setup

Settings

[lcomin |
115200

Fort

Biaud rate

Data hits

Stop hits

Farity

Flow contral

=]

Cancel ‘

Serial Port Setting Parameter Setfting

Open Status Receive Status

€l MeshSet | € MOTT Set| B TelnetSet| 43 Reset

# Fing

E‘ GetVer

+ Update

J='|_ Close

4 Connect &) Serial Port

Figure 2-3. The serial port configuration

(3) Click the "Connect" button to open the serial port, as shown in Figure 2-4.
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W& WF88-ConfigureTool-V1.7.3 o | B R

Serial Fort Setting Parameter Setting
Open Status Fecere Status

& Mesh Set | 4 MOTT Set| 3 TelnetSet| 43 Reset ¢ Fing 2 Getver + Lpdate [ Close

Figure 2-4. Open the serial port

(4) Click the "Mesh Set" button to bring up the "Mesh Set" dialog box. Select "Station (Connect to AP)" from
the "Node Type" drop-down list. Select "MQTT" from the "LoadModule" drop-down list. Enter the SSID and
password of the AP you want to connect to in the "SSID" and "PSK" editing boxes respectively, and select
the "DHCP" checkbox. Finally, click the "Save" button. As shown in Figure 2-5 and Figure 2-6.

www.ampedrftech.com

25


http://www.ampedrftech.com/

W Mesh Set

Mode Type: ||8TElTiOﬂ {Connect to AP) jl Loadiaodule:

tesh Name: |mymeshcquzh

Password: [12345676

SSID of AP; |»&F%T_WF88

B PwD forssiD: [12345678

ssiD: |AC3600

Pk | 12340678

Band: |2.4G Country: |India - Channel: |G
DHCP: IPYersion: |IPVA&IPYE

P44 P&
address: | 192 . .31 . 64 Address: |Td00:6868:6868::64

Metrmask: | 255 . . . 0 Subnet Prefic: (64

Gateway: | 192 . 168 . 31 . Gateway: [fd00:6868 68681

| #Sa\xe I

Serial Port Setting Parameter Setfting

@ Open Status -=COM 10 @ Feceive Status

| & Mesh Set | 4 MOTT Set
7% Disconnect &) Serial Port

Figure 2-5. Wi-Fi configuration for STA

& TelnetSet| 13 Reset ‘ ¢ Fing ‘ 9 Getver + Update Il Close
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W WF88-ConfigureTool-V1.7.3 o || B R
1P m £ TD A
b Mesh Set

Node Type |S‘[a‘[ion [Connect to AP) j LoadModule: [mgtt v

Mesh Narme: |mymeshcquzh

Password: |1 2345673

SSID of AP: [ART_WF88

P for SSI0: |1 234B678

WF88-Configure...| £3

SID: AC3600
PSK: |123456?8 Successfully saved.

Band: |2.4G oK ZI Channal: |6

DHCP: [v —|

P4 IPAE
Address: | 192 . . . Address: [fd00 6368 686864

Metmask: | 255 . . . Subnet Prefix. |64

Gatewsy: | 192 . 168 . 31 . Gatewsy: [[d00:6868:6868:1

‘ iglose ‘

Serial Port Setting Farameter Setting

@ Open Status -=COM10 @ Receive Status

& Mash Set | 4 MOTT Set| B Talnet Set
# Disconnect £ Serial Port

£} Reset ‘ ¢ Fing ‘ § Getver + Update ﬁCIose

Figure 2-6. Successfully saved
(5) Click the "MQTT Set" button to bring up the "MQTT Set" dialog box. Select "TCP" from the "Protocol"
drop-down list. Enter the IP address "44.232.241.40" of MQTT Broker in the "ServerlP" editing box. STA itself
supports accessing MQTT Broker for IPV6. Enter the port "1883" of MQTT Broker in the "RemotePortNum"
editing box. Other options can be set to default values. Finally, click the "Save" button. As shown in Figure 2-
7.
"UARTO BaudRate" represents the communication rate of the UARTO interface of WF88.
The port number of MQTT Broker corresponds to Protocol (fcp/ssl), which means that when using "tcp”
protocol, there is a corresponding port number; when using "ssl" protocol, it will correspond to another port
number.
"UserName" and "PassWord" indicate that MQTT Broker requires a username and password to establish a
connection.
"SubTopic" represents topic the client subscriptions to, with a default value of "SToC"; "PubTopic" represents
topic the client publishes to, with the default value being "CToS"; "KeepAlivelnterval" refers to the time
interval in seconds during which MQTT client sends keep alive messages to MQTT Broker; "QoS" refers to
quality of service, with a default value of "0"; "Clientld" represents the ID of the MQTT client.
"OpenCert" and "OpenKey" indicate that MQTT Broker requires a client certificate and client private key to

establish a connection.

www.ampedrftech.com

27


http://www.ampedrftech.com/

Ampred RP

The five options of "UserName", "PassWord", "OpenCert", “OpenKey”, and "OpenCA" need to be filled in
according to the protocol and access requirements of MQTT Broker. If necessary, they should be filled in

according to the requirements. Otherwise, they can be left blank by default.

W& WF88-ConfigureTool-V1.7.4 o | B

orized rd, if authorization is not reguired, the parameter value remains en

UARTD BaudRate: |9600 j Protocol: \top

SererlF: |44,232,24l 40 I
FemotePortMNum: |1883 I UgerMName: ‘

Fass\waord: | SubTopic: ‘STOC

PubTopic: |C—|—C'8 Keepalivelnteryal: ‘20

Qo3: |0 Clientld: ‘TOO:SO:E] A7:CE20

Certificates

Client Cerificates File: |

Cient Private Key File: |

CAFile |

OpenCert. ‘

Openkey. ‘

OpenCA... ‘

Serial Port Setting FParameter Setting

@ Open Status -=C0OMT0 @ Pecaive Status
& hesh Set || & MOTT Setl B Telnet Set| 43 Reset # Fing 2 GetWer + Update Il Close

s Disconnect &) Serial Port

Figure 2-7. MQTT Set configuration for STA

(6) Click the "Reset" button to restart.

(7) After the system restarts, a prompt message similar to "Connection to 88:¢3:97:ce:b0:¢c5 completed" and
"Sending select for 192.168.31.159" indicates that the WF88 has successfully established a connection with
the AP and obtained an IP address. As shown in Figure 2-8.
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Serial Fort Setting Farameter Setting

Open Status -=C0M 10 Feceive Status

& Mesh Set | 45 MOTT Set| 3 Telnet Set
# Disconnect £ Serial Part

1) Reset | ¢ Fing 9 Getver + Update ﬁ Close

Figure 2-8. Successfully established a connection with the AP

(6) Next, a prompt message "Device Setup complete." indicates that the MQTT connection has been

successfully established, as shown in Figure 2-9.
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W WF88-ConfigureTool-V1.7.3 o | =@ R

10 mBm)

Serial Port Setting FParameter Setting
Open Status >0 M0 Receive Status

& Mash Set
# Disconnect & Serial Port

Figure 2-9. MQTT connection has been successfully established

4 MOTT Set| 3 TelnetSet

1) Reset | ¢ Ping 2 Getver + Update j='|_ Close

(7) If not, test the network communication. Clicking the "Ping" button will bring up the "Ping Test" dialog box.
Enter the IP address to be tested in the "PingIP" editing. First, test the communication with AP. Input
"192.168.31.1" for testing. As shown in Figure 2-10, ping test AP indicates if STA can access it normally.

If MQTT Broker accepts the ping command, it can directly ping its IP address. If the MQTT Broker does not
accept the ping command and is still on the Internet, use ping the 8.8.8.8 IP address. As shown in Figure 2-

11, ping test indicates if STA can access the network.
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Serial Port Setting Farameter Setting

Open Status -=COM 10 @ Receive Status

&) Mesh Set | 4 MOTT Set| B TelnetSet| €3 Resst || # Fing | 2 Geter + Update L Close
# Disconnect &) Serial Fort

Figure 2-10. Ping test AP
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| /Pingl fc

Serial Port Setting Farameter Setting
Open Status -=COM 10 RBeceive Status

& Mesh Set | € MOTT Set| B TelnetSet| 43 Reset ‘l / Ping I 9 Getver + Update [l Close
7 Disconnect &) Serial Port

Figure 2-11. Ping test
(9) The setting of STA is completed.

2.3. MQTT Broker and Client Tool

Please refer to the "1.4 MQTT Broker and Client Tool" chapter above.

3. MQTT protocol and corresponding certificate settings

3.1. Support domain name settings

In the "MQTT Set" settings dialog box, the "ServerlP" editing box supports setting domain name and IP
addresses in IPV4 and IPV6 formats, as shown in Figure 3-1.
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W& WF88-ConfigureTool-V1.7.4

if authorization is not required, the parameter value remains empts

| % MQTT Set

UARTO BaudRate: |9600 j Protocol: |55|

ServerlF: |a??zgeyfu1 mxr-ats iot.us-east-2 amazonaws.com |

RermotePartNum: |8888 UseMName: |

FassWword: | SubTopic: |8TOC

FubTopic: |CTOS Keepalivelnterval: |20

qos |0 Cliente: [T00:80:E1:17:CE:20

Certificates

Client Certificates File |Client ort

Cient Private Key File: |Client.key

CAFile: |CEl.CIT
COpenCert...
Openkey...

OpenCA..

&Save | ﬁgose ‘

Serial For Setting Parameter Setting

4 MOTT Set| B Telnet Set

@ Open Status -=COM10 @ Receive Status

& hash Set
s+ Disconnect 4 Serial Port

+ Update

13 Reset ‘ # Fing ‘ 9 Geter

i

j'L Close

Figure 3-1. MQTT domain name and IP address settings.

3.2. TCP protocol settings
When selecting the "tcp" protocol, all parameters within the "Certificates" group cannot be set and will turn
into dark gray. That is to say, there is no need to set up certificates for the "tcp" protocol. In addition, if the

certificate parameters were previously set and now changed to the "tcp" protocol, the set certificate

parameters will become invalid and MQTT will no longer read them. As shown in Figure 3-2.
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WF88-ConfigureTool-V1.7.4 o | [E
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:P rd

+ =1h

w MQT

-

i1 fyes
Set

UART( BaudRate |9600 j Pratacal: |‘rcp

ServerlP |44.232.241 40

RemoteFar™Num: |1 853 UserMame:

PassWard: | SubTapic: |STOC

FubTopic: |CT08 KeepAlivelntersal: 20

Qo3 |O Clientld: |T00:80:E1 A7T:CE20

Certificates

Client Certificates File: |C|ieﬂT.CfT

Cient Privale Key File: |Cllen‘r.Key

CA File |Ca.cr1
COpenCert..

Openkey..

OpenCA.

&Save ‘ ﬁglose ‘

Serial Port Setting Parameter Setting
@ Open Status -=COM10 @ Receive Status

& Mesh Set‘ 4 MQTT Setl éTeInetSet‘ 13 Feset ‘ 7 Fing ‘ 9 Getver ‘ + Update Il Close
s Disconnect & Serial Fort

i

Figure 3-2. TCP protocol settings

3.3. SSL protocol settings

When selecting the "ssl" protocol, all parameters within the "Certificates" group will become adjustable. For

the "ssl" protocol, we support four types of authentication.

Client
o » Client Private . . . o .
Authentication Type Certificat K CA Certificate | Security Typical Application Scenarios
e
e y
No verification x x x Minimum Testing environment
Unidirectional verification x x v Medium Public 10T devices
Client only verification v v x Medium to high Closed system
Two way verification v v v Highest Security sensitive scenario

Choose the verification type based on the actual application scenario, and click the corresponding
"OpenCert", "OpenKey", and "OpenCA" buttons to open a dialog box and select the corresponding

certificate file. Note that the total length of the file names of all certificate files (including the main file name,
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extension name, and symbol ".") cannot exceed 13 characters.
To delete a certificate, delete the corresponding certificate file name in the "Client Certificates File", "Client

Private Key File", "CA File" editing boxes, and then save it. As shown in Figure 3-3.

W WF88-ConfigureTool-V1.7.4 = | 3| &=

r

crihe
Set

UARTD BaudRate: |3600 ~| Protocol: |SS|

ServerlP |a??29eyfulmxr—ats_iot_us—east—2_amazonaws_com

RemotePortNurm: |8883 UserMarme: |

PassWord: | SubTopic: |STOC

PubTopic: |C—|—0S keepAlivelntersal: |20

Qos: |O Clientid: |T00:80:E1 17:GE20

Certificates

Client Cerificates File: |C|i9nT.CfT

Cient Private Key File: |C|i9m.ke)’

caFile |

OpenCert..
Openkey...

OpenCaA..

gf Save ﬂ Close ‘

Serial Port Setting Farameter Setting

@ Open Status -=COM10 @ Peceive Status
4 MOTT Setl B TelnetSet

& Mesh Set
# Disconnect 4 Serial Port

+ Update i'L Close

1) Reset ‘ / Ping ‘ 9 Gatver

i

Figure 3-3. Delete the certificate.
4. Troubleshooting guide

4.1. Mesh network not working

Q: There is no network connection between STAs in Mesh or between STA and Gate.

A: Use the WF88 configuration tool to check. The settings for "Mesh Name", "Password", "Band", "Country",
"Channel", and "IP Version" must be consistent with those in STA/Gate.

STA and Gate or STA and STA first need to establish normal Mesh communication, and they both need to be
in the same network segment.

It can be tested through the ping command, for example, if the IP address of the tested device is
"192.168.31.1", "ping 192.168.31.1" can be used for testing.
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4.2. Mesh network is normal, unable to access the Internet

Q: The mesh network is normal, but WF88 cannot access the Internet.

A: First, check whether the Gate can access the Internet normally. If it cannot be accessed normally, use the
ping command on Gate to confirm whether the IP address of the router connected to Gate can be pinged. If
it can be pinged, check whether the router can access the Internet normally. Otherwise, it is necessary to
check whether the Ethernet cable connection of Gate is normal and whether the parameter configuration of

Gate is correct. We can refer to the configuration in section "1.2. Configure the parameters of Gate".

4.3. How to confirm if the MQTT function of WF88 is enabled?

Q: How to confirm if the MQTT function of WF88 is enabled?
A: Use the WF88 configuration tool to check. Refer to the configuration in section "1.3.Configure the

parameters of STA". Confirm that "MQTT" is selected in the "LoadModule" drop-down list.

4.4. How to confirm that MQTT process is running?

Q: How to confirm that MQTT process is running?

A: First confirm whether MQTT is enabled by asking "3.3 How to confirm if the MQTT function of WF88 is
enabled?". If enabled, use the WF88 configuration tool. After WF88 completes startup, a prompt message
like "MQTT Client: <T00:80:E1:17:CE:20> Failed to connect", indicates that MQTT has been enabled and
cannot connect to the MQTT Broker, as shown in Figure 3-1. A prompt message such as "Device Setup

complete.”, indicates a successful connection to MQTT Broker, as shown in Figure 3-2.
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Senal Port Setting Farameter Setting

Open Status =0 M0 Receive Status

& besh Set | 4 MOTT Set| B Telnet Set
# Disconnect 4 Serial Part

1) Reset | ¢ Ping 9 Getver + Update j='|_CIDse

Figure 4-1. MQTT Client Failed to connect
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% WF88-ConfigureTool-V1.7.3 o || = 3
g
] mBm)

cur user ID

Serial Port Setting Farameter Setting

@ Open Status -=COM 10 @ RBeceive Status

& Mesh Set | € MOTT Set| B Telnet Set
# Discannect &£ Serial Port

Figure 4-2. MQTT connection has been successfully established

13 Reset / Ping 9 Getver + Update i'l_ Close

4.5. How to check the connection status of MQTT's TCP port?

Q: How to confirm the connection status of MQTT's TCP port?

A: Use a serial port debugging tool to input the "netstat" command into the WF88 debugging serial port. If
noted that the MQTT port configured has already established a connection, it means that the TCP port
connection is successful. If the connection information of the configured port cannot be seen, it means that

the TCP port has not established a connection, as shown in Figure 3-3.

[root@Ingenic-gl 1:~]# netstat

Active Internet connections (w/o servers)

Proto Recv-Q Send-Q Local Address Foreign Address State

tep 0] 0 bogon:60335 ec2-44-232-241-40.us-west-2.compute.amazonaws.com: 1883 ESTABLISHED

Actilve UNIX domain sockets (w/o servers)

Proto RefCnt Flags Type State I-Node Path

unix 2 [ 1] DGRAM 322 /var/run/wpa_supplicant/wlan0
[root@Ingenic-g1 1:~]#

Figure 4-3. The connection status of MQTT's TCP port
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4.6. How to review MQTT broker logs for connection attempts or errors?

Q: How to review MQTT broker logs for connection attempts or errors?

2025-07-21
2025-87-21
2025-87-21
2025-87-21
2025-87-21
2025-07-21
2025-07-21
2025-07-21
2025-07-21
2025-07-21
2025-07-21
2025-87-21
2025-87-21
2025-87-21
2025-87-21
2025-07-21
2025-07-21
2025-07-21
2025-07-21
2025-07-21
2025-07-21

& MQTT.fic-1.7.1
Extras  Help

‘ broker.emqx.io-1883Profile

Publish Subscribe Scripts Broker Status

INFO --- MqttFX ClientModel

INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO
INFO

SubscribeController
MqttFX ClientModel
MqttFX ClientModel
MqttFX ClientModel
MqttFX ClientModel
MqttFX ClientModel
SubscribeController
MqttFX ClientModel
MqttFX ClientModel
MqttFX ClientModel
MqttFX ClientModel
MqttFX ClientModel
MqttFX ClientModel
MqttFX ClientModel
MqttFX ClientModel
MqttFX ClientModel
SubscribeController
MqttFX ClientModel
MqttFX ClientModel
MqttFX ClientModel

A: In MQTT.fx software, click on the "Log" tab and observe the log information, as shown in Figure 3-4.

: sucessfully subscribed to topic T@0:80:E1:17:CE:26/CToS (QoS 0)

: onUnsubscribeAllTopics

: unsubscribeAllTopics()

: rebuildMessagesList()

: rebuildMessagesList()

: sucessfully unsubscribed from topic: T00:80:E1:17:CE:20/CToS

: sucessfully unsubscribed from all topics

: onSubscribe

: rebuildMessagesList()

: attempt to addRecentSubscriptionTopic

: messageArrived() with topic: Te0:80:E1:17:CE:20/CToS

: addRecentSubscriptionTopic : de.jensd.mqttfx.entities.Topicg2fe6e773
: attempt to add PublishTopic

: messageArrived() added: message #6 to topic 'T@B:80:E1:17:CE:28/CToS"
: sucessfully subscribed to topic Te8:88:E1 26/CToS (QoS 08)

: messageArrived() with topic: T@0:80:E1:17 0/CToS

: messageArrived() added: message #7 to topic 'TO9:80:E1:17:CE:20/CToS’
: onUnsubscribeAllTopics

: unsubscribeAllTopics()

: rebuildMessagesList()

: rebuildMessagesList()

2825-07-21 :04:08, INFO MgttFX ClientModel
2025-07-21 :04: INFO MgttFX ClientModel
2025-07-21 18:04: INFO SubscribeController
2025-87-21 :04: INFO MqttFX ClientModel
2025-07-21 :04: INFO MqttFX ClientModel
2025-07-21 :04: INFO MqttFX ClientModel
2025-07-21 H:I'H INFO MqttFX ClientModel
2025-07-21 H:I'H INFO MqttFX ClientModel
2025-07-21 H:I'H INFO MqttFX ClientModel : messageArrived() added: message #8 to topic 'TO0:80:E1:17:CE:20/CToS"

2025-07-21 s04: INFO MqttFX ClientModel : sucessfully subscribed to topic T@0:80:E1:17:CE:26/CToS (QoS 0)

2025-07-21 :06: INFO PublishController : publish

2025-07-21 H: [ INFO MgttFX ClientModel : attempt to add PublishTopic

2025-87-21 :06: INFO MqttFX ClientModel : sucessfully published message Publish a test. to topic T@0:80:E1:17:CE:20/SToC (QoS 0, Retained: false)
2025-87-21 :34: INFO MqttFX ClientModel : Broker connection lost: Retrying...

2025-07-21 H::H INFO BrokerConnectorController : onDisconnect

2025-07-21 19:00: INFO MqgttFX ClientModel : rebuildMessagesList()

2025-07-21 H::H INFO ScriptsController : Clear console.

2025-07-21 H:I:H INFO ScriptsController : Cancel script excution.

2025-07-21 H:I:H INFO ScriptsController : Cancel script excution.

2025-07-21 H:I:H INFO ScriptsController : Clear console.

2025-07-21 H:I:H INFO ScriptsController : Clear console.

2025-07-21 H::H INFO ScriptsController : Cancel script excution.

: sucessfully unsubscribed from topic: T@@:80:E1:17:CE:20/CToS

: sucessfully unsubscribed from all topics

: onSubscribe

: rebuildMessagesList()

: messageArrived() with topic: T@©:80:E1:17:CE:20/CToS

: attempt to addRecentSubscriptionTopic

: addRecentSubscriptionTopic : de.jensd.mqttfx.entities.Topicf2fe6e773
: attempt to add PublishTopic

Figure 4-4. Log information

4.7. How to review local IP address information?

Q: How to review local IP address information?
A: Use a serial port debugging tool to input the "ifconfig" command into the WF88 debugging serial port, as

shown in Figure 3-5.
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[root@Ingenic-gl 1:~]# ifconfig
lo Link encap:Local Loopback
inet addr: 1 Mask:255.0.0.0
inet6 addr: ::1/128 Scope:Host
UP LOOPBACK RUNNING MTU:65536 Metric:1
RX packets:0 er :0 dropped:0 overruns:0 frame:0
TX packets:0 errors:0 dropped:@ overruns:@ carrier:0
collisions:0 txqueuelen 0
RX bytes:0 (0.0 B) TX bytes:0 (0.0 B)

wlan® Link encap:Ethernet Hwaddr 00:
wnet addr: 1.159 | Bcast Mask:255.255.255.0
net6b addr: fe80::280:el1ff:fel7:ce20/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:2394 e :0 dropped:0 overruns:0 frame:0
TX packets:2427 errors:0 dropped:@ overruns:0 carrier:@
collisions:0 txqueuelen:1000
RX bytes:297113 (290.1 KiB) TX bytes:255087 (249.1 KiB)

[root@Ingenic-gl 1:~]#
Figure 4-5. IP address information

4.8. How to review Routing Information?

Q: How to review Routing Information?
A: Use a serial port debugging tool to input the "ip route show" command into the WF88 debugging serial
port, as shown in Figure 3-6.

[root@InQeni i~]# 1p route show

def ult V'a 1.1 dev wlan®
] dev wlan®@ src 192

[root@Inqenlc -gl 1:~]#
Figure 4-6. Routing Information
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